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Introduction to Open Mobile 
Organizations can’t afford to have unproductive mobile workers. But 3G is congested and slow, and 4G is 
expensive and hard to find. Roaming costs are prohibitive, and Wi-Fi day passes can be costly and difficult to 
control. So-called “free” Wi-Fi can be very unpredictable in both performance and quality. Meanwhile, mobile 
services are moving into the cloud. 

Yet mobile employees expect to be able to work however, wherever, and whenever they want, using devices and 
mobile connectivity options that are driven by consumer choices. In a single day, the same mobile user may 
connect at home, in the office, in a taxi, at a client site, and even from an airplane or hotel, using a variety of 
devices and access technologies.

While it can be difficult for IT to control mobile connectivity both across the workforce and down at the individual 
level, iPass Open Mobile and iPass Mobile Network can do just that. iPass enables a productive, always-on 
workforce. Organizations gain access to the world’s largest commercial Wi-Fi network, allowing employees 
unparalleled access when and where they need it. Organizations also gain visibility into enterprise, group, 
individual, and device mobility, and can easily enforce expense and security policies—helping to reduce the total 
cost of mobility.

This white paper provides a high-level introduction to iPass Open Mobile and the iPass Mobile Network. The goal 
is to provide details of the components and policy options available today with Open Mobile, as well as details on 
how the iPass Mobile Network can successfully authenticate mobile users using a broad range of devices against 
thousands of different access points.

Open Mobile Platform Overview
iPass Open Mobile enables organizations to provide mobile employees with seamless connectivity to the iPass 
Mobile Network, providing a consistent user experience across all devices (smartphones, tablets, and laptops). 

iPass Open Mobile helps organizations:

Get Connected: By providing employees with a consistent and intuitive connectivity experience across the breadth 
of mobile networks and devices.

■■ Provides access to the iPass Mobile Network, the world’s largest commercial Wi-Fi network, via easy-to-use 
clients available for iOS, Android, Windows, and Macintosh devices

■■ Enables quick and flexible deployment to IT-liable and end-user-liable devices with minimal IT involvement, 
providing bring-your-own-device (BYOD) users with the same connectivity experience with their personal 
devices that they have with their IT managed devices

Take Control: By providing organizations a single point of control to enforce costs and compliance measures 
across the mobile workforce.

■■ Allows organizations to avoid costly 3G/4G roaming charges as well as negates the need for users to expense 
back costly Wi-Fi day passes by providing simple and easy access to the iPass Mobile Network wherever users 
travel

■■ Integrates with existing enterprise security, directory, and business systems

Gain Insight: By providing a deep level of reporting on and analysis of mobile usage across all networks and all 
devices.

iPass Open Mobile Overview
Technical White Paper
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Figure 1: iPass Open Mobile

4

■■ Allows a single bill for all user access, with support for cost-center departmental billing as well as individual 
credit card billing

■■ Ensures that organizations have access to usage data across users and devices

iPass Open Mobile consists of the following components: 

■■ iPass Open Mobile Client: A lightweight agent that runs on mobile devices (smartphones, tablets, and 
laptops), making it easy for employees to get connected to the iPass Mobile Network. It orchestrates network 
and corporate access based policies set in the iPass Open Mobile Portal.

■■ •	 iPass	Mobile	Services:	 Enables organizations to create and manage policies that allow them to control 
their own global connectivity strategy.

■■ iPass Open Mobile Portal: A web interface for IT managers and other personnel to manage the full-service 
life cycle for Open Mobile. It provides visibility, control, and a high degree of automation in managing mobility 
across the organization.

iPass	Open	Mobile	Details:	iPass	Open	Mobile	Client	for	Smartphones	 
and Tablets

The iPass Open Mobile Client for smartphones and tablet devices delivers a consistent and intuitive experience 
for mobile workers needing to connect to the iPass Mobile Network from their Android smartphones and tablets, 
Apple iOS-based mobile devices (iPhone and iPad), and Windows 8/Windows RT tablets. The iPass Open Mobile 
Client for smartphones and tablets empowers mobile users and IT administrators to gain iPass Mobile Network ac-
cess across the globe and take control of difficult-to-manage distributed and disparate mobile devices—perfect for 
managing connectivity from BYOD and IT managed devices.
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Figure 2: Open Mobile Client for Windows Touch and iOS

In addition to providing seamless connectivity, the iPass Open Mobile Client interfaces with the iPass Enterprise 
Mobility Services to keep the iPass Open Mobile Client up to date and able to send service quality metrics (SQM) 
back to IT for use with the iPass Mobile Insight reports. 

The iPass Open Mobile Client provides smartphone and tablet users with an easy to use Wi Fi connection manager. 
Users need not engage in the manual and often challenging process of entering Wi-Fi hotspot SSIDs, purchasing 
Wi-Fi day passes, knowing when they are roaming or not roaming, and figuring out which network to use. With 
iPass it is just easy to connect.  

Open Mobile Clients—Smartphones and Tablets

■■ Open Mobile for iOS: iOS 4.3 or later devices (including iOS 5.0.x), including iPhone 3GS or later, iPod Touch 
3rd Gen or later, and iPad/iPad 2

■■ Open Mobile for Android: Android 2.2 or later

■■ Open Mobile for Windows Touch: Windows 8 and Windows RT

Open Mobile Connectivity Options
■■ Authentication options: Some sort of user identification is required in order to log users securely into the 
iPass Mobile Network. Administrators can leverage a user’s existing corporate credentials or can require 
unique credentials. 

■■ Wi-Fi network options: Administrators can specify Wi-Fi connection options for the Open Mobile Client. 
Administrators can select directories that are part of the iPass Mobile Network, which are categorized by 
regional directories, premium directories (directories that may include higher usage fees depending on the 
pricing set with iPass), and the OpenAccess directory (free Wi-Fi hotspots that incur no network usage fees, 
which are part of the iPass Mobile Network). Additional Wi-Fi connectivity options include:

■■ Administrators can upload their own custom directories, which can include information on campus Wi-Fi networks, 
allowing the Open Mobile Client to manage connections to campus Wi-Fi networks (Android). 

Open	Mobile	Client	Look	and	Feel	Options—Smartphones	and	Tablets
■■ At-a-glance dashboard: Users can view current connection status, historic data usage, and previous 
connections. Android devices also list available connections. The following icons represent available Wi-Fi 
connection options: 
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Indicates an iPass enterprise-ready access point that is part of the iPass Mobile Network

Indicates an iPass OpenAccess access point (no network fees are incurred when connecting to 
this network) that is part of the iPass Mobile Network

Indicates signal strength (Android only)

Indicates a WEP key is required (Android only)

Indicates a personal or campus network (Android only)

Figure 3: Open Mobile Client Connection Status Icons

■■ iPass Hotspot Finder: Using search or geolocation, users can locate iPass-enabled destinations with available 
Wi-Fi.

■■ Usage meter (Wi-Fi and cellular data usage): Users can view graphs representing historic data usage over 
Wi-Fi and cellular data connections. This feature also provides Android users with granular data about which 
applications on the device consume the most bandwidth (ranked from highest to lowest). 

Figure 4: Open Mobile Client Usage Meter

■■ Usage alerts (cellular data usage): Users can set up alerts to notify themselves before they reach their data 
limit. Alert notifications can be customized, based on billing start date and monthly data limit. 

■■ Wi-Fi connection history: Users can view a log of their most recent successful Wi Fi connections.

■■ Connection Quality Advisor (Windows Touch): Allows users to test their connection for speed and latency, 
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and provides users with feedback on whether or not their connection is acceptable for email, Web browsing, 
voice, or video streaming. 

Open Mobile Client Features: Take Control

The iPass Open Mobile Client for smartphones and tablets provides organizations with the following options for 
controlling how users can connect to the iPass Mobile Network:

■■ iPass Wi-Fi access policies: Administrators can control which free and paid networks are made available to all 
Open Mobile users.

■■ Auto-connect	(iOS	and	Android): Administrators can specify whether or not the Open Mobile Client will 
automatically connect users to iPass Mobile Network locations, offering users true zero-click connectivity. 

■■ Installation and activation: The Open Mobile Client for smartphones and tablets is usually deployed through 
a public facing app store (such as iTunes for iOS devices). Open Mobile administrators can configure profile 
IDs (with optional PIN code) to ensure that only authorized users who download the Open Mobile Client have 
access to the iPass Mobile Network. Additional activation options allow administrators to leverage an MDM 
(Mobile Device Management) solution or push the activation information to authorized users via email.

iPass Open Mobile Details: iPass Open Mobile Client for Laptops
The iPass Open Mobile Client for laptops (Windows and Macintosh) is a lightweight, always on, universal connection 
manager that provides seamless connectivity across iPass, customer, and third-party networks while ensuring that 
security requirements are enforced and that mobility costs are controlled. 

The iPass Open Mobile Client serves as the user interface for the iPass Mobile Services, allowing organizations 
to provide granular options for how employees connect to iPass Wi-Fi (the iPass Mobile Network), campus Wi-Fi, 
mobile broadband (3G/4G), Ethernet, and dial, using a single platform to manage all connections. Open Mobile 
also enables cost and security controls that provide virtual private network (VPN) integration options, mobile 
broadband 3G/4G usage controls for both data roaming and data usage, endpoint integrity verification that checks 
the security of the device at the point of connection, and several additional options for setting network connection 
and restriction policies. Insight into an organization’s mobility usage is provided through user and device activity, 
summary reports, and mobile broadband usage reports.  

Figure 5: Open Mobile Client for Windows and Macintosh
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Open Mobile Clients—Laptops
■■ Open Mobile for Windows: Windows 8 (Intel/x86), Windows 7 (32/64-bit), Windows Vista (32/64-bit), and 
Windows XP

■■ Open Mobile for Mac: Mac OS X 10.6 (Snow Leopard), Mac 10.7 (Lion), and Mac 10.8 (Mountain Lion)

Open Mobile Client Features: Get Connected 

Open Mobile Connectivity Options

The Open Mobile platform allows organizations to set policies that determine how mobile users can connect to 
the Internet. The first step to that end is determining what connection options are available to the user and how 
the connection should be made. Connection policies not only determine how users connect to the iPass Mobile 
Network but also how users connect to other networks such as personal Wi-Fi, campus Wi-Fi, mobile broadband 
(3G/4G), Ethernet, and even dial-up networks. The iPass Open Mobile Client for laptops provides administrators 
with the following connectivity options:

■■ Authentication options: Some sort of user identification is required in order to log users securely into 
the iPass Mobile Network. The Open Mobile Client on laptop devices can also forward user credentials to a 
VPN product so the user does not have to enter credentials multiple times. Administrators can leverage a 
user’s existing corporate credentials or can require unique credentials. There are additional options for pre-
populating credentials and allowing users to save credentials.

■■ Wi-Fi network options: Administrators can specify Wi-Fi connection options for the Open Mobile Client. 
Administrators can select directories that are part of the iPass Mobile Network, which are categorized by 
regional directories, premium directories (directories that may include higher usage fees depending on the 
pricing set with iPass), and the OpenAccess directory (free Wi-Fi hotspots that incur no network usage fees, 
which are part of the iPass Mobile Network). Additional Wi-Fi connectivity options include:

■■ Administrators can upload their own custom directories, which can include information on campus Wi-Fi networks, 
allowing the Open Mobile Client to manage connections to campus Wi-Fi networks (Windows). 

■■ Administrators can allow mobile users to use Open Mobile to manage connections to their personal Wi-Fi networks 
(Windows and Macintosh).

Figure 6: Managing Wi-Fi Networks
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■■ Mobile broadband (3G/4G) connection options: Open Mobile can also manage connections from third-party 
mobile broadband adapters that are used with Windows and Macintosh laptops. This allows organizations to 
manage connection policies that determine when Wi-Fi should be used instead of mobile broadband and vice 
versa. It also allows organizations to view and analyze mobile broadband usage data via Mobile Insight reports. 
iPass integrates with a large number of mobile broadband adapters and adds to this list on a regular basis.

■■ Ethernet and dial connection options (Windows): On Windows devices, Open Mobile can manage connections 
to hotel Ethernet locations that are part of the iPass Mobile Network, and can collect usage data from any 
Ethernet connection. Additionally, Open Mobile can provide dial connections to the iPass Mobile Network, 
which can be useful for access from remote locations. 

■■ Advanced options: Administrators can specify the order in which actions occur before and after a connection 
is made to the Internet as well as to a VPN.

Open Mobile Client Look and Feel Options—Laptops

In addition to specifying how users connect to the Internet, organizations also have extensive control over the 
look and feel of the Open Mobile Client. Across all client platforms, organizations can specify a name and logo to 
be used with the client. Other options that vary by platform include customizing icons that are used to represent 
connection options, and providing the ability to launch and log into applications directly from the Open Mobile 
Client. These options include:

■■ Customizable logo and client name 

■■ iPass Hotspot Finder: Include a link to the iPass Hotspot Finder to allow users to locate (via search or 
geolocation) destinations with available Wi-Fi. 

■■ At-a-glance user interface: Users can view current connection status as well as available connections, 
historic data usage, and previous connections. The following icons represent current and available connections:

Indicates an iPass enterprise-ready access point that is part of the iPass Mobile Network

Indicates an iPass OpenAccess access point (no network fees are incurred when connecting to 
this network) that is part of the iPass Mobile Network

Indicates a roaming network, to which you can attempt to connect; however, there may be 
additional connection charges

Indicates signal strength

Indicates that a WEP key is required

Indicates a personal or campus network

Indicates a wired (Ethernet) network

Figure 7: Open Mobile Client Icons
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■■ RSS	viewer:	Within the Open Mobile Client (Windows)—provides a vehicle for organizations to communicate 
with their mobile employees.

■■ Application quick launch bar: Define applications that can be launched via the application quick launch bar 
to allow users to launch internal and external applications directly from the iPass Open Mobile Client (Windows 
and Macintosh). Additionally, the Login Assist feature on Windows devices sends unique usernames and 
passwords to web-based applications when the iPass Open Mobile Client is running, allowing users to launch 
and log into applications without having to specify account information.

■■ Usage meter: Users can view graphs representing historic data usage (MB/GB) for mobile broadband data 
connections, both roaming and non-roaming (Windows).

Figure 8: Open Mobile Client Usage Meter

■■ Connection quality advisor: Allows users to test their connection for speed and latency with feedback 
provided on whether or not their connection is acceptable for email, Web browsing, voice, or video streaming.

Figure 9: Open Mobile Connection Quality Advisor
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Open Mobile Client Features: Take Control

iPass Open Mobile policy options provide a single point of control to enforce cost and compliance measures across 
the mobile workforce by deploying a wide variety of connectivity and device-oriented policies, including real-time 
mobile broadband (3G/4G) cost control. In general, these policies are divided into three categories:

■■ Network selection policies: Control what selection choices a user sees and is able to connect to. 

■■ Security	and	compliance	policies: Enforce device compliance requirements at the point of connection.

■■ Mobile broadband usage policies: Place restrictions on mobile broadband data usage (3G/4G) for both 
roaming and non-roaming scenarios.

Network	Selection	Policies	

Network selection policies allow administrators to determine how networks are ranked and displayed to users 
when there are multiple connection choices available. Additional options allow administrators to always prefer or 
prohibit specific networks, similar to whitelisting and blacklisting. 

This level of control is useful for administrators in helping users make choices when they have multiple options 
available to them, for example, when they have been provided a mobile broadband data card but also have 
available Wi-Fi connection options. This factors into an overall mobility cost control strategy, where organizations 
may want to put into place policies that favor lower cost connections in certain scenarios. For example, suppose 
an organization has provided employees with mobile broadband data cards for laptop users, and would prefer 
that when users are not roaming, they should first use their data cards, since the cost of using a data card or not 
using it remains the same as long as the user stays under the usage limit. Using the network selection policies 
described below, organizations could favor connections for mobile broadband except when users are roaming, at 
which point Wi-Fi could be favored. 

Specific policy options include: 

■■ Smart network selection: At a base level, administrators can control which free and paid networks are 
made available to all Open Mobile users across all device platforms. Additional options enable Open Mobile 
to control the order of the networks that are ranked and displayed in the available network list in the Open 
Mobile Client, with highest-ranked networks shown at the top of the list. This ranking is determined by a 
complex algorithm that factors network type, connection history, and signal strength along with the order in 
which directories are assigned (see “Open Mobile Connectivity Options” in the “iPass Mobile Connect—Policy 
Options” section for more details). Administrators can tune this selection criteria by selecting which of the 
following choices is the most important when ranking available networks: 

■■ Favor previously connected networks: Ranks any networks to which the user has previously connected. 

■■ Favor known networks: Ranks networks about which Open Mobile has information. In order of priority, these are per-
sonal networks, networks that are listed in a directory, and any networks to which the user has previously connected. 

■■ Favor Wi-Fi: Ranks Wi-Fi networks above others, but connection history, directory, and signal strength are also con-
sidered, and due to these factors, Wi-Fi may still not be the top network. 

■■ Favor signal strength: Ranks the wireless networks (that is, Wi-Fi or mobile broadband) by currently strongest signals.

■■ Favor mobile broadband: Ranks mobile broadband networks above others, but connection history, directory, and sig-
nal strength are also considered, and due to these factors, mobile broadband may still not be the top network. 

■■ Note that when favoring Mobile broadband connections, if the available mobile broadband connection is a roaming 
connection, it will not be favored. Organizations that have provided employees with a mobile broadband data card 
with favorable domestic usage rates can ensure that mobile broadband is always the preferred option unless the user 
is roaming, in which case Wi-Fi can become the preferred option.

■■ Always show mobile broadband at the top of the Available Networks list: mobile broadband networks always 
appear at the top of the list, independent of other considerations.
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Figure 10: Smart Network Selection

■■ Auto-connect: Administrators can specify network types to which the Open Mobile Client automatically 
connects users, offering users true zero-click connectivity. Auto connect options include iPass and/or 
corporate Wi-Fi networks, personal Wi-Fi, and mobile broadband networks. 

■■ Prefer and prohibited network policies (Windows): This option provides flexibility to organizations that can 
simplify the user connectivity experience and enforce highly customized connectivity policies. These policies 
can be used to prefer or prohibit specific networks by network (by specifying a network name or MAC address), 
or by security type. This is similar to creating a whitelist or blacklist policy that overrules other network 
selection criteria. 

■■ This option could be useful in places such as a corporate office where there might be a confusing array of available 
Wi-Fi networks to connect to (perhaps some networks are for testing purposes or for specific departmental usage). 
In this situation, the policy can focus access on a single preferred network. Or by contrast, if an organization has em-
ployees using older mobile broadband (3G/4G) data cards and wants the employees to standardize on a newer data 
card, administrators could create a prohibit rule that does not allow connections using the older data cards. Adminis-
trators can even rename and annotate custom notes to the network name to provide users with a more user-friendly 
description. 
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Figure 11: Preferred and Prohibited Networks

Security	and	Compliance	Policies	

Organizations can use Open Mobile to enforce device compliance requirements at the point of connection. 
These options include integration with third-party VPN products, allowing Open Mobile to initiate, tear down, 
and monitor VPN connections, as well as ensure that devices meet appropriate endpoint security requirements. 
Available security and compliance policy options include: 

■■ VPN integration: Organizations can use Open Mobile to integrate with common VPN products on Windows 
and Macintosh laptops. Policies allow for manual or automatic launching of VPN products when a network 
connection is established, as well as for passing the user’s login credentials to the VPN. 

■■ This option can both simplify the user experience (users don’t have to do anything to establish a VPN connection) and 
aid in enforcing corporate security policies. For example, administrators can specify that Internet access will be disal-
lowed if the VPN connection is terminated. 

■■ Endpoint security policies—required applications (Windows): Organizations can enforce granular security 
and software compliance policies on Windows laptops, allowing or restricting access based on the status of 
required security applications. Administrators can select one or more anti-virus, anti-spyware, and personal 
firewall products from a predefined list of security vendors, as well as define applications by executable name. 
For each required application, administrators can then select the appropriate policy action that will be taken 
if the selected application is not running on the user’s device when he or she attempts to connect. Available 
policy actions include:

■■ Prompt to Continue: The user is notified that his or her device is out of compliance, but is allowed to connect.

■■ Block VPN Connection: The user is allowed to connect to the Internet, but is not allowed to connect to the VPN. 
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■■ Block Internet and VPN Connection: The user is not allowed to connect to the Internet or VPN.

■■ Block All Connections and Disconnect VPN: The user is not allowed to connect to the Internet or VPN. Additionally, if 
the required application stops running during the connection, any connected VPN is disconnected.

■■ Block and Disconnect all Connections: The user is not allowed to connect to the Internet or VPN. Additionally, if the 
required application stops running during the connection, the VPN and Internet connections are disconnected.

Figure 12: Required Endpoint Security Applications

■■ Endpoint security policies—restricted applications (Windows): Rather than looking for applications that 
must be present on devices, this policy option allows organizations to define applications that are restricted 
on Windows devices. If a restricted application is present on a device, administrators can choose to prompt the 
user but allow the connection, or deny the connection altogether. 

Mobile Broadband Usage Policies 

Mobile broadband data usage is a common source of unexpected mobility costs for organizations. Any 
organization that has a highly mobile population of employees who have access to mobile broadband (3G/4G) 
devices has likely encountered a situation in which a single employee has incurred a large data usage bill either 
when roaming or exceeding his or her monthly data usage limit. Open Mobile can prevent these unexpected costs 
by allowing organizations to place restrictions and limits on mobile broadband data usage from Windows and 
Macintosh devices. 

Another benefit to using Open Mobile to manage mobile broadband policy is that Open Mobile can integrate with 
many different third-party mobile broadband (3G/4G) devices. This allows a single point of control for managing 
policy, as well as a single mechanism for educating employees on how to connect to mobile broadband devices. 
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This is much easier than administrators having to manage policy across many different providers and different 
devices. 

The mobile broadband usage policy options include: 

■■ Roaming usage: Allows organizations to define whether users of mobile broadband devices on Windows 
and Macintosh devices are allowed to use their devices when the only available connection is a roaming 
connection. If users are allowed to roam, additional options for Windows devices allow administrators to 
provide warning messages to users when they attempt to connect to a roaming network. Administrators can 
also limit the amount of data users can access while roaming during a billing period. To prevent users from 
downloading large files or streaming videos over a long period, warnings can also be set to appear to users 
when a large amount of data is transferred over a set period of time. 

Figure 13: Mobile Broadband Roaming Usage Policies

■■ Usage policy (Windows): Many providers of mobile broadband devices now limit the amount of data users can 
access during a monthly billing cycle. This is another opportunity for users to incur large, unexpected usage 
fees. Open Mobile can apply similar policy limits that are set for roaming usage. Administrators can limit users 
to a set amount of data usage per billing cycle, or allow users to exceed the usage limit, but warn them when 
they approach and exceed their limits to help them police their own behavior. 

■■ Personal hotspot policy (Windows): Often, mobile employees gain access to mobile broadband data via 
devices that broadcast a Wi-Fi signal. Examples include a MiFi device, or a smartphone that can be used as a 
personal hotspot. Open Mobile can apply the same type of usage policies referenced previously by allowing 
administrators to specify the service set identifier (SSID) of the personal hotspot and then applying usage 
policies to that SSID. 
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iPass Open Mobile Details: iPass Open Mobile Portal 
The iPass Open Mobile Portal is the web-based administrative interface for iPass Mobile Services. It provides 
the ability to manage mobility services across the organization. Extensive role-based access controls allow 
organizations to delegate functions as needed and easily manage separate internal business units while getting a 
consolidated cross-corporate view. It also provides organizations with access to data and reports that profile the 
mobility usage behavior of their employees across all of the devices they use. These reports provide information 
useful in troubleshooting connectivity issues users may be experiencing as well as evaluating mobility trends 
across the organization.

Figure 14: Open Mobile Portal

The iPass Open Mobile Portal allows administrators to:

Set Policies for Getting Connected
■■ Configure iPass Open Mobile Client profiles and distribute to mobile employees using Windows, Macintosh, 
Android, and iOS devices

■■ Determine the mobility connectivity options for employees, leveraging the iPass Mobile Network or other 
mobility networks
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Set	Policies	for	Taking	Control
■■ Implement cost control and security policies

■■ View iPass Open Mobile administrator guides and release notes

■■ View status of trouble-tickets submitted to the iPass support team  

■■ Set role-based access for different administrators in the IT Group

Gain Insight into Mobility Usage

There are two categories of reports provided by the Open Mobile Portal: reports that are focused on user activity, 
which look at mobility activity on a per user or per device basis, and summary reports that evaluate mobility 
access by summarizing and categorizing connection attempts and overall data usage. These categories include 
the following reports:

■■ User activity reports: Allow organizations to see how users are connecting, when they are connecting, and 
when they are running into problems, providing a proactive troubleshooting tool for IT staff.

■■ User Activity Report: Summarizes user connections for all Open Mobile users, showing information on user ID, de-
vice operating system, Open Mobile version in use, Open Mobile profile name and ID, VPN product in use, and detailed 
session information.

■■ Exception Report: Provides troubleshooting information to help users who have encountered connectivity issues.

■■ Devices and Platforms Report: Shows a visual representation of all Open Mobile access by device operating system 
and by iPass Open Mobile Client version.

■■ Mobility summary reports: A useful summary view of mobility usage across the organization, providing 
visibility into mobility trends and spotting potential problem areas. 

■■ Connection Summary Report: Provides a view of all connection attempts, successes, and failures broken out by con-
nection type—Wi-Fi, Ethernet, mobile broadband (3G/4G), and dial.

■■ Usage Summary Report: Shows a visual summary of all mobility usage by network type—Wi-Fi, Ethernet, mobile 
broadband (3G/4G), and dial.

■■ Mobile Broadband Usage Report: Displays mobile broadband (3G/4G) data usage (MBs used) by client operating  
system for both roaming and non roaming usage. Allows organization of data into high, medium, and low usage,  
providing an easy mechanism to spot not only mobile broadband overuse, but also underutilization of mobile  
broadband devices.

■■ Connection Data: Provides all connection data in an exportable format.
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Figure 15: Mobile Insight Reports
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iPass Mobile Network Details 

Figure 16: iPass Mobile Network (as of February 2013)

The iPass Mobile Network is the world’s largest commercial-grade Wi-Fi network and trusted connectivity platform. 
It provides Open Mobile users with aggregate access to hundreds of different network providers representing over 
a million global access points by using a single login based on the user’s existing corporate credentials. The iPass 
Mobile Network provides organizations with:

■■ Single	secure	login: Open Mobile users can use their corporate credentials to securely log into the Internet 
across the world’s largest commercial-grade access footprint. The organization receives a single invoice that 
details usage records by user and connection method. 

■■ Single	vendor	relationship:	Rather than having to sign contracts with, and monitor and manage hundreds of 
service providers, IT deals with only a single vendor, leading to predictable and standardized rates around the 
world. Additionally, iPass serves as a single point of trust—organizations don’t have to worry whether they can 
rely on the security of each and every provider within the iPass Mobile Network.

■■ Secure	authentication: When users log into the iPass Mobile Network, their credentials are passed over 
the Internet using a 128-bit encrypted connection that uses the Secure Sockets Layer (SSL) protocol and 
mutual key exchange between the various iPass platform components. The iPass protocol ensures that users’ 
credentials (username and password) and other possible authentication attributes are not compromised. 

■■ Reliability and high availability: The iPass Mobile Network includes multiple, globally distributed data 
centers to reduce authentication latency, and is built to support a hub and spoke authentication architecture, 
redundantly engineered to provide carrier-grade availability.

The iPass Mobile Network makes it easy for organizations to provide a global network to their employees by 
allowing them to securely log in using a single set of credentials across the entire iPass Mobile Network. And 
rather than having to sign contracts with and monitor and manage hundreds of service providers, IT deals with 
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only a single vendor, leading to predictable and standardized rates around the world. The organization receives a 
single invoice that details usage records by user and connection method. See the latest iPass Mobile network at 
www.ipass.com/network/

iPass Mobile Network—How It Works

The iPass Mobile Network ensures that users can easily authenticate to any of the networks within the iPass 
Mobile Network by using a single set of credentials (which can be their corporate domain credentials). The highly 
available, secure, and scalable cloud-based infrastructure that ensures this access is the iPass Services Fabric. 
Reinforced by a globally distributed, fault-tolerant, highly available core, the Services Fabric ensures that the 
network can grow and adapt without any disruption to the network’s providers and users. This scalable fabric 
allows iPass to add new service providers to the iPass Mobile Network without configuration changes at the 
enterprise. Similarly, when a new enterprise chooses to use the iPass Mobile Network, service providers that are 
part of the iPass Mobile Network need no configuration changes. 

Figure 17: iPass Mobile Network—Services Fabric

When a user connects to any of the Network Providers providing Wi-Fi or Ethernet access in the iPass Mobile 
Network, the user credentials are routed from the Network Provider across the iPass Services Fabric to the entity 
responsible for that user (typically the enterprise). There, the credentials are validated (for example, using the 
enterprise directory). Once validated, iPass asks the Network Provider to grant Internet access to the user. This 
process ensures that the user’s credentials (username and password) and other possible authentication attributes 
are not compromised. The process is as follows: 

Step	1:	User’s	authentication	request	to	the	iPass	NetServer

The iPass NetServer is software that is deployed at the Network Provider which interacts with the access gateway 
maintained by the Network Provider. Using HTTPS via a standard Internet provider access gateway SSL certificate, 
the Open Mobile Client sends the user’s authentication request to the access gateway located at the iPass-
enabled Network Provider. The access gateway then sends the request to the Network Provider’s authentication 
repository, which then determines the authentication request is from an iPass user (based on a previous agreed 
upon indicator between iPass and the Network Provider contained within the authentication request). The 
authentication repository then sends the authentication request to the iPass NetServer. 

Step	2:	iPass	NetServer	to	an	iPass	Transaction	Center	

The iPass NetServer receives end-user authentication requests for Internet connectivity from the local network 



iPass Technical Whitepaper ©2013 iPass Inc. 21

provider, and securely forwards a request to one of the globally distributed iPass Transaction Centers across an 
encrypted connection using the SSL protocol (using standards-based RSA BSAFE SSL-C communication enabled 
by x.509 certificate pairs). The iPass Transaction Centers validate the local network providers that send requests 
on behalf of end users to ensure that the network provider is part of the iPass Mobile Network.

Step	3:	iPass	Transaction	Center	to	the	iPass	RoamServer

The iPass RoamServer is an application deployed on the network of enterprise customers that interacts with 
the enterprise directory (Active Directory, RADIUS, or other LDAP server where user accounts reside). The iPass 
RoamServer receives end-user authentication requests from remote users for Internet connectivity via one of 
the iPass Transaction Centers. This request is also encrypted via RSA BSAFE SSL-C, but uses a different x.509 
key pair, which is done in order to separate providers from customers. This also serves as a firewall to restrict 
communication to the iPass RoamServer so that the communication originates only from the approved iPass 
Transaction Center, never from the network provider infrastructure.

Step	4:	iPass	RoamServer	to	the	Enterprise	Authentication	Directory

After the iPass RoamServer receives the authentication request from the iPass Transaction Center, it then 
converts and forwards the request to the enterprise directory via the customer-specified authentication format—
RADIUS, NTLM, LDAP, or LDAPS (LDAP over SSL). After the local enterprise’s authentication database accepts or 
rejects the end user’s request for Internet access, the system replies via the same three elements in reverse order 
(iPass RoamServer to iPass Transaction Center to iPass NetServer) back to the originating network provider. The 
user is then allowed or not allowed access, depending on whether his or her authentication request was accepted 
or rejected.

Step	5:	Billing

When the network provider receives the authentication response, and grants the user access to the internet, 
the network provider generates an accounting request which encapsulates the billing information needed to 
bill for this connection. The accounting request is forwarded to the Transaction Center, and from there to the 
iPass settlement system, where it is processed to determine if costs have incurred. Accounting information 
is made available for the customer to view on the Open Mobile Portal, and also used during the monthly 
settlement process. The organization is provided a single mechanism to track and view costs for access from all 
mobile employees and does not have to deal with large numbers of individual employees charging back to the 
organization access for multiple methods of access via multiple access providers.
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Corporate Background

About iPass

Wi-Fi is the connection of choice. 3G is congested and slow; 4G is expensive and hard to find; roaming costs are 
prohibitive; mobile services are moving into the cloud. And Wi-Fi is exploding, fueled by massive growth in public 
and private hotspots. All smartphones and tablets now ship with Wi-Fi capability. And it’s projected that Wi-Fi will 
handle 46 percent of IP traffic by 2015.

Yet accessing a Wi-Fi hotspot is often frustrating—so-called “free” Wi-Fi is riddled with performance issues. 
Enterprises can’t afford to have unproductive business travelers. And carriers urgently need new revenue 
opportunities, lower costs, and must deliver a great customer experience. There is a pressing need for a global Wi-
Fi network and trusted connectivity platform.

■■ As the Wi-Fi market maker, only iPass can make you globally mobile. iPass delivers the world’s largest 
commercial Wi-Fi network, with far more hotels, airports, and business venues than any other network. 
Our trusted connectivity platform increases control and reduces the cost of mobility. Our unmatched global 
commercial Wi-Fi footprint is 50 percent larger than any other network.

■■ Unmatched platform: iPass Open Mobile, our cloud-based mobility platform. 

■■ Unmatched global authentication fabric: iPass Open Mobile Exchange. 

So you’re globally mobile, with easy, seamless connectivity. Founded in 1996 and headquartered in Redwood 
Shores, California, iPass (NASDAQ: IPAS) is setting the world on Wi-Fi. You get more network with less work 
anywhere you roam. Learn more:  www.ipass.com. 

http://www3.ipass.com/solutions/ipass-enterprise-mobility-services/ipass-mobile-network/
http://www3.ipass.com/solutions/ipass-enterprise-mobility-services/ipass-mobile-network/
http://www.ipass.com

