PRODUCT BRIEF - Security

Endpoint Policy Management”

Manage Remote and Mobile Systems Wherever They Are

¢ Simplify system updates and software distribution for mobile devices to
help reduce administration costs

e Apply intelligent vulnerability assessment and targeted patch deployment
to enable remote-device security

¢ Enforce endpoint management and security policies to help safeguard
your business

e Manage endpoint devices without inconveniencing users to promote
improved mobile worker productivity

Today's increasingly mobile workforce presents a real challenge devices. Count on the solution's smart, flexible package editor to script
as you attempt to track and manage their ever-roving devices. and compile updates as needed, based on your specific needs.

These mobile systems connect randomly from various locations . i L
Active Directory Integration*: Leverage your existing user groups to set

at varying access speeds, making it difficult to get update L . . -
ying P E getup policies, so you can streamline processes and avoid maintaining separate

packages to them in one piece or ensure that devices are
user databases.

safe before they connect to your enterprise network.

Fortunately, there’s Endpoint Policy Management™ from

iPass—the simple, cost-effective way to manage and secure FLEXIBLE DEPLOYMENT OPTIONS

remote and mobile devices when they connect to the Internet. iPass Hosted

Endpoint Policy Management hides the complexities of manag- * Resides in secure data centers monitored and managed

ing distributed computers while giving IT full control through 24/7 by iPass operations

software and hardware inventories and flexible reporting. In o Includes an intuitive Web application for administration

addition, automated patch and anti-virus update management o Frees IT from purchasing, installing and maintaining

lets you quickly address changing security vulnerabilities. e S e EE

Enterprise Hosted

REDUCE ADMINISTRATION EXPENSE
. . o e Integrates with your existing infrastructure
Endpoint Policy Management significantly automates remote
. . . ® Resides at your network operations center

and mobile systems management. With accurate inventory
. . . . , e Includes remote control
information and software distribution capabilities, there’s no

need to mail update CDs to distributed users or have out-of-

compliance systems shipped back to IT.
SECURE REMOTE DEVICES

Hardware and Software Inventory: Gain precise inventories of all hard- Endpoint Policy Management gives you the tools to qui€kly

ware and software installed on your endpoint devices. Use this valuable assess vulnerabilities and target security patch deployments

data to determine the full extent and configuration of your remote and to groups of users or individual systems.

mobile assets.
Automated Patch Assessment and Remediation: Simplify the ongoing

Software Distribution: Deploy new applications, distribute software task of administering Microsoft 0S patches by leveraging patch manage-

updates or simply automate many daily routine IT tasks on distributed ment expertise from Shavlik Technologies. Each time an 05 patch is

Trusted connections. No compromises. IPass



released from Microsoft, it directly becomes available through Endpoint

Policy Management.

Real-time Reporting: Receive up-to-date reports on any aspect of hard-
ware, software, 0S patches and anti-virus levels, eliminating much of the

guesswork associated with mobile administration.

Targeting by Group: Target update packages to those PCs that actually
require them, based on grouping by 0S, software, anti-virus update history

and machine type.

POWERED BY SHAVLIK TECHNOLOGIES

Shavlik Technologies helps IT professionals manage assess-
ment, scanning and remediation of security vulnerabilities
due to missing patches. The industry standard HFNetChkPro™
has dramatically changed the way security patches are man-

aged by providing a robust, detailed scanning technology

that ties directly to Microsoft’s security patch updates.

SAFEGUARD YOUR BUSINESS

Not only can you protect mobile devices from threats on the
Internet, you can also protect your network from vulnerable
devices. Endpoint Policy Management enables administrators
to restrict access by devices that are not fully compliant,

and to ensure that remote and mobile workers get the
security updates they need to obtain full network access

and remain productive.

Pre-VPN Updates: Ensure that OS patches, anti-virus definitions and soft-
ware are up-to-date prior to granting access to the Internet or establishing

a VPN tunnel to your network.

Endpoint Lockdown: Optional integration with personal firewalls enables
IT to apply rules for locking and unlocking the firewall at different points

in the connection process, based on the remediation status of the device.
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This helps to prevent non-compliant devices from accessing the Internet or

the corporate network.

Remove Sensitive Information: Protect the proprietary information that
resides on your mobile devices by removing confidential data, encrypting

hard drives or even disabling computers in the event they are stolen.

Universal Policy Enforcement: Combine Endpoint Policy Management
with the iPassConnect™ universal client and DevicelD service to control VPN

launch tightly to enable true policy enforcement.

INCREASE MOBILE WORKER PRODUCTIVITY
Endpoint Policy Management is specifically designed to
optimize systems management in mobile environments

while minimizing the impact on workers.

Priority Controls: Balance management and productivity by defining
an update as high priority or normal priority and whether a high-speed

connection is required.

Dynamic Bandwidth Throttling: Keep users productive while non-
critical remediation occurs in the background by automatically
measuring the speed and utilization of a user's connection to allocate

bandwidth accordingly.

Checkpoint Restart: Automatically resume a previous download at
the point where it left off, enabling files to be downloaded over a series

of connections.

TRUSTED CONNECTIONS WITHOUT COMPROMISE
Learn more about how Endpoint Policy Management
provides trusted connections without compromise at

Wwww.ipass.com/epm. @

* Active Directory integration is only available when Endpoint Policy

Management is hosted by the enterprise.
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