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D a t a  S e c u r i t y  w i t h  D e v i c e  M a n a g e m e n t  

 

Introduction 

A July 2006 article in CIO.com reports that in 2005, approximately 750,000 laptop thefts occurred in the 

U.S. – that is more than 2,000 laptops a day. Another survey recently released by the Ponemon Institute, 

LLC and Vontu Inc., says that 81% of companies reported the loss of one or more laptops during the past 

12 months. When the respondents were asked how long it would take to determine the actual sensitive 

data was on a lost or stolen mobile device, the most frequent answer was "never”. Additionally, CNET 

News.com says that a staggering 97% of all stolen laptops are never recovered (“Getting over laptop loss” 

in June, 2006). 

In today's technology age, computer systems are becoming increasingly smaller and mobility is now 

synonymous with productivity. Unfortunately, as systems become mobile they often contain sensitive data 

that can cause serious problems to the company if lost or stolen. Information such as internal e-mails, 

plans, documents, client information, credit cards numbers, calendars, logins and passwords can expose a 

company to lawsuits and criminal actions. 

The simple fact is that the days of desktop computers safely locked behind corporate walls are long gone. 

Laptops are increasingly becoming the standard and this standard means that data is increasingly mobile 

and at risk. It’s not a question of “if”; but “when”, and the result can be disastrous to an organization, 

especially if the loss is exposed in the media. 

There are multiple avenues a security team can take such as creating policies on what data can be stored 

where; but these policies are often ineffective as even end user’s don’t often know exactly what is on their 

system. This leaves a corporation with four other options: ignore the problem, laptop recovery, data 

encryption, and the destruction of data. This document will endeavor to detail how Device Management by 

iPass, Inc. can help to address these problems and provide solutions. 

Device Management’s ability to remotely secure data consists of a set of capabilities made possible due to 

Device Management’s tremendous flexibility. These “Poison Pills” provide an opportunity for administrators 

to encrypt or literally wipe out a client system in the field by deleting everything on it including the operating 

system. What makes the Poison Pill capability unique is that the operation can be initiated centrally, after 

the fact, or in a timed-release fashion where the action is unattended; like a time bomb. 
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Basic Lost and Theft Scenarios  

  

There are four primary scenarios that can cause an organization to lose control of sensitive data. Any 

effective strategy to secure data needs to address all four scenarios.  

Lost or stolen equipment typically falls into the following scenarios: 

 Employee Theft: Employees report a laptop lost or stolen knowing that the chances of being 

caught are very slim. 

 Employee Turnover: Employees do not always leave under the best of circumstances and the 

data that resides on the laptops in their possession could be of great value. 

 Lost Laptop: Laptop is lost and will either be stowed away or eventually found by a third party. 

 Stolen Laptop: Laptop is intentionally stolen for resale of the hardware, information, or 

targeted corporate espionage. 

 

While lost and stolen equipment is receiving the most press today, the simple fact is that the majority of 

security leaks will come from internal sources such as disgruntled or “right-sized” employees. Former 

employees know how sensitive any given piece of data is worth and many competitors would be more than 

willing to get access to that data. 

In each of these situations, the initial cost of the laptop hardware is relatively small compared to the value 

of the data and the containment of that data should be the first priority. 

 
Common Data Security Strategies 
 

As the problem of securing data has become increasingly visible, a few common strategies have come to 

the forefront. 

 Physical Security: Locking briefcases, cables, and other physical measures have been 

attempted. The major problem with these measures is that they require end user vigilance to 

be maintained and do not take into account employee complicity. 

 Laptop Tracking/Recovery Services: A number of products have arisen that specifically 

attempt to recover lost or stolen equipment. These typically require network connectivity to a 

remote system via the Internet to be effective. They also do not take into account that while 

the average laptop is worth about $1,500, the commercially sensitive data and intellectual 

property it contains is worth almost $1 million ("Could your laptop be worth millions?" 

Silicon.com, January 2006.). The simple fact is the cost of the hardware in minimal compared 

to the value of the data on the system. 

 Disk Encryption: Disk encryption is growing in popularity because it provides the highest level 

of security to protect data on systems that are stolen. However, these solutions almost always 

rely on a password to allow access and therefore are easily circumvented by disgruntled 

employees. Another common problem with Disk Encryption is that many mobile users do not 

power down their laptops choosing to use “Stand-by” mode. The result is the system never 

fully shuts down and the disk encryption tool may not prompt the user to re-input their 

credentials which fully defeats any disk encryption on the system. 
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 Data Encryption: This strategy entails encrypting files and/or folders on remote systems. 

Robust encryption systems will even search out and encrypt specific file types. Additionally, 

since these solutions run at the operating system level they can be layered on top of disk 

encryption products. While there are a number of products on the market today that encrypt 

data, decision makers must also factor in the need for these products to fully support 

operations over the Internet if they are to be used reliably as a data security tool. 

 Data Deletion: This strategy consists of destroying data on the system. Solutions should be 

flexible enough to delete specific files and folders as well as seek out and destroy specific file 

types such as all Outlook PST files. These delete operations should be fully supported over 

the Internet and also be Department of Defense (DOD 5220.22-M) compliant. 

 Trusted Protection Module (TPM): A recent development has been the adoption of the 

“Trusted Protection Module”. The TPM is a piece of dedicated hardware on a system that 

allows for storage of encryption keys, an RSA accelerator, a random number generator, and 

an SHA-1 hash algorithm generator. Some companies are taking the TPM concept a step 

further by supporting the ability to remotely encrypt and destroy data. However these products 

do not work unless a direct connection can be made to a system. This means that these tools 

are only of use on the corporate network and cannot be used to destroy data on lost or stolen 

systems over the Internet.  

 

While each strategy brings definite benefits to the organization that adopts them; each strategy is not 

viable on their own. A comprehensive security strategy will leverage many different approaches to provide 

various protective layers that will take into consideration as many different scenarios as possible. 

A Brief Background on Device Management 

Device Management is a complete solution for managing LAN, WAN, and Internet-based computers from 

a single, easy to use, console. Device Management is a highly scalable, powerful, and yet easy to learn 

product that provides complete hardware and software inventory, software distribution, centralized task 

scheduling, application self-healing, and deployment of Microsoft patches and hot fixes. 

One of the hallmarks of Device Management is its’ ability to securely manage thousands of computers 

directly over the Internet without requiring any kind of VPN connection. 

Device Management for Data Security  

Device Management consists of an easy to use interface that provides organizations with an extremely 

flexible tool for managing their mobile user populations. This flexibility allows companies to leverage 

Device Management in ways that fall outside the boundaries of traditional management products. For 

example, companies are able to utilize Device Management in three primary ways to reduce the risk of 

laptops being lost or stolen. 

Device Management  as Beacon 

The Device Management Agent is designed to communicate over HTTP/S to the Device 

Management Command Server whenever a connection to the Internet is made. The Device 
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Management  Agent will then continue to reconnect to the Server based upon a scheduled polling 

interval that is customizable. 

Each time the Device Management Agent connects to the Server it will log the date and time of the 

connection as well as the IP address and gateway. This information, with police assistance, can then 

be used to track down the location of the system. 

Device Management  as Data Encryption 

Any strategy comprising the security of mobile systems should include data encryption. Device 

Management includes support for the Microsoft Encrypted File System and can be used to encrypt 

individual files as well as entire disks and folder structures. 

Additionally, Device Management is also able to destroy the EFS certificates from remote systems so 

that encrypted files can be rendered completely unusable. 

Device Management  as Data Destroyer  

As previously mentioned, destruction of data residing on a remote system can be of the utmost 

importance, and Device Management’s packaging flexibility gives organizations the power to be as 

creative as they can in destroying data.  

Device Management can easily delete files and folders from remote systems. It even has the 

capability of seeking and destroying certain types of files, such as all files with a PST or DOC 

extension. Targeted Destruction of data also means that the operating system disk can be rendered 

unbootable and other disks can be completely deleted.  

Flexible scripting capabilities also mean that third party tools can be included to perform additional 

tasks such as integrating tools which provide Department of Defense compliant (DOD 5220.22-M) file 

and folder deletion capabilities. Some customers have even integrated tools that allow them to 

repartition, format, and even completely wipe drives completely. 

Basic Strategies 

Device Management provides two basic strategies to manage lost and stolen laptops, the “Destroyer” 

package and the “Time bomb”. 

The “Destroyer” 

The concept of the “Destroyer” is based upon the premise that the Device Management Agent is able 

to operate directly over the Internet, even if no user is logged in to the computer.  

Whenever a laptop is reported lost or stolen IT administrators can highlight that device by name in the 

Device Management console and initiate the data deletion operation with a few clicks of the mouse.  

The strategy is based upon the fact that if a laptop is stolen the thief will need to boot the computer up 

on a network in order to attempt to login or extract an administrator account and password. If the 

hacker’s network is connected to the Internet, the Device Management Agent will also be able to 

communicate to the Device Management Server, download, and then execute the “Destroyer”; even if 

nobody is logged in to the system. All of this can happen within a matter of minutes of the system 

completing the boot process. 



 
 
5

Device Management  Data Secur i t y  2007 iPass Inc.  
  Page 5  

The “Destroyer” can contain various processes, such as commands to encrypt files, delete files, and 

can even upload files to the Device Management Server or FTP them anywhere one wishes. 

Additionally, Device Management will track the download of the package so that administrators will 

know if and when the package was received by the Device Management Agent for execution. 

The “Time Bomb” 

The time bomb concept is one in which a Device Management package is pre-positioned on a mobile 

system as a precaution in case the system is ever lost or stolen. This feature executes a 

preconfigured sequence on the machine if it fails to connect back to the Device Management Server 

within a predetermined amount of time. Once this package is sent, a scheduled time bomb now 

resides on this device which is constantly checking for connectivity over a certain time frame or 

threshold. A threshold might be in days or week.  

For example, the Device Management Agent could be instructed that if it has not made a successful 

connection to the Device Management Server within 10 days it should encrypt files. After 20 days, the 

files could be copied up to the Server and then deleted. All of the options of the “Destroyer” are 

available, only this time the process is not reliant on having any type of network connectivity back to 

the Device Management Server. 

Summary 

The rapid adoption of mobile technologies has left many companies in a precarious situation where the 

capacity of an IT department to effectively manage mobile systems is surpassed by the unique needs of 

the mobile community. This “management gap” has caused many companies to depend on end user 

compliance with corporate policies. Over time, this dependency has repeatedly proven itself to be an 

ineffective method of management and iPass, Inc. feels that there is a better way. That way is Device 

Management. 

Device Management removes the need for IT administrators and security teams to rely on end users and 

returns control of mobile systems back where it belongs. In addition to being able to conduct full 

hardware/software inventory and manage patches and software, it can be used to help secure data on lost 

and stolen equipment directly over the Internet where nearly all other management products will fail.  

Use of Device Management to secure data provides companies with a multi-tiered approach that is 

designed to prevent data from being compromised. Device Management runs transparently without user 

intervention, from a central location and requires minimal IT support. 

 Flexible Hosting Option: Host the server yourself or let us host it for you. 

 Internet Aware Agents: Beaconing technologies allow you to track your hardware 

investments. 

 File Recovery Support: Upload or FTP files before taking more drastic action. 

 Data Security: Remotely encrypt and/or destroy files, folders, and specific file types either as 

a command or time-delayed action. 

 Extremely Easy to Use: IT and Helpdesk staff can immediately start leveraging Device 

Management upon implementation. 
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For more information on Device Management and data security, please contact the iPass Sales team at 

sales-na@iPass.com or at +1-650-232-4100. 

 


